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Executive Summary  

Data Protection Policy 
Document Objectives 
Define the Trust Data Protection Policy, the Data Protection Principles and the relationship between the 
NHS Code of Confidentiality and the Caldicott Guidelines 

Group/Persons Consulted: 
TEG, Information Governance Committee, Informatics Directorate, Human Resources Department, Staff 
Side, Caldicott Guardian 

Monitoring Arrangements and Indicators: 
Issued electronically by Legal Services, Corporate Governance and Information Governance. Available 
on the Trust Intranet. 

Training Implications 
To be included as part of staff training, awareness and induction at all organisation levels. Part of the IG 
Training Modules available online and via OLMS and ESR 

Equality Impact Assessment 
Completed and signed off 

Resource Implications 
Staff familiarisation with the Policy: Training and montoring. 

Intended Recipients 
All staff 

Who should: 

Be aware of the document and where to access it 
All staff (including temporary staff, locums and those on short term contract, and letter of authority) 

Understand the document 
All Staff using Trust hard copy and electronic data and Information systems 

Have a good working knowledge of the document 
Senior managers, SIRO, Caldicott Guardian, Director of Informatics, staff of IGCS 
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The information contained within this policy is important and applies to the entire Trust. Noncompliance 
may result in disciplinary action. This policy does not cover GP records but covers the personal medical 
and confidential records held and processed by staff employed by Sheffield Teaching Hospitals NHS 
Foundation Trust. 

1. Introduction 

Like all NHS organisations, Sheffield Teaching Hospitals NHS Foundation Trust ("the Trust") holds and 
processes information about its employees, patients and other individuals for various purposes (for 
example, the effective provision of healthcare services or to operate the payroll and to enable 
correspondence and communications. To comply with the Data Protection Act 1998 ("the 1998 Act"), 
information must be collected and used fairly, stored safely and not disclosed to any unauthorised 
person. The 1998 Act applies to both manual and electronically held data. 

2. Scope of Policy 

This policy covers records held and processed by Sheffield Teaching Hospitals NHS Foundation Trust. 
The Trust is responsible for its own records under the terms of the 1998 Act, and it has submitted a 
notification as a Data Controller to the Information Commissioner - Registration No. Z5263028 

3. Summary of Aims 

The lawful and correct treatment of personal information is vital to the successful operation of, and 
maintaining confidence within the Trust, and the individuals with whom it deals. Therefore, the Trust will, 
through appropriate management, and strict application of criteria and controls: 

 observe fully conditions regarding the fair collection and use of information; 

 meet its legal obligations to specify the purposes for which information is used; 

 collect and process appropriate information, and only to the extent that it is needed to fulfil 
operational needs or to comply with any legal requirements; 

 ensure the quality of information used; 

 apply strict checks to determine the length of time information is held; 

 ensure that the rights of people about whom information is held can be fully exercised under the 
Act. (These include: the right to be informed that processing is being undertaken; the right of 
access to one's personal information; the right to prevent processing in certain circumstances; 
the right to correct, rectify, block or erase information which is regarded as wrong information.); 

 take appropriate technical and organisational security measures to safeguard personal 
information; 

 ensure that personal information is not transferred abroad without suitable safeguards. 

4. Notification to the Information Commissioner 

The Trust has an obligation as a Data Controller to notify the Information Commissioner (formerly called 
the Data Protection Registrar) of the purposes for which it processes personal data. Notification 
monitoring within the Trust is carried out by the Information Governance, Caldicott & SIRO Support 
Manager. Individual data subjects can obtain full details of the Trust's data protection 
registration/notification with the Information Commissioner from the Information Governance Manager or 
from the Information Commissioner's website (http://www.information commissioner.gov.uk). 

5. Trust staff with Data Protection responsibilities 

All queries about this Trust policy should be directed to the Information Governance, Caldicott & SIRO 
Support Manager. 

All patient requests for access to their confidential medical records should be addressed to the Medical 
Records Manager(s) using the medical records subject access request form available from that 
department. This procedure also applies to members of staff who wish to access their own 
confidential medical records. See Section 14.1.2, below. 

Requests for a full subject access request should be made to the Department for Information 
Governance, Caldicott & SIRO Support. 
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Trust staff requiring personnel information should complete the form shown in Appendix B and send it 
through to the Department for Information Governance, Caldicott & SIRO Support. 

See also Section 14. Right to Access Personal Data, below, for more details). 

6. Data Protection Principles 

The Trust, as a Data Controller, must comply with the eight Data Protection Principles set out in the 
1998 Act. In summary, these state that personal data shall: 

Be processed fairly and lawfully and shall not be processed unless certain conditions are met. 

 Be obtained for specified and lawful purposes and shall not be processed in any manner 
incompatible with those purposes. 

 Be adequate, relevant and not excessive for those purposes. 

 Be accurate and kept up to date. 

 Not be kept for longer than is necessary for those purposes. 

 Be processed in accordance with the data subject's rights under the 1998 Act. 

 Be the subject of appropriate technical and organisational measures against unauthorised or 
unlawful processing, accidental loss or destruction. 

 Not be transferred to a country outside the European Economic Area, unless that country or 
territory has equivalent levels of protection for personal data. 

See Section 17, below. 

7. Processing 

"Processing", in relation to information or data, means obtaining, recording or holding the information or 
data or carrying out any operation or set of operations on the information or data, including: 

 organisation, adaptation or alteration of the information or data, 

 retrieval, consultation or use of the information or data, 

 disclosure of the information or data by transmission, dissemination or otherwise making 
available, or 

 alignment, combination, blocking, erasure or destruction of the information or data. 

8. Fair Processing Notices 

Sometimes called a Fair Collection Notice, any collection of personal data must satisfy the requirements 
of the fair processing condition of the first Data Protection Principle. This includes paper or electronic 
application forms, telephone calls, and surveys. You must ensure an appropriate Fair Processing 
statement is included wherever personal data is collected. This particularly applies to patient consent 
forms. lt may be that current forms need to be amended to include a statement about data protection. 

The purpose of a fair processing notice is to explain to the individual: 

 the identity of the organisation collecting his or her data; 

 how the personal information which is provided will be used; 

 any other information which the individual should be told in order to ensure the processing of his 
or her information is fair, for example: 

 a description of any other organisations the information may be shared with or disclosed to; 

 whether the information will be transferred outside European Economic Area (which is classed as 
all Member States of the European Union plus Norway, Iceland and Liechtenstein); 

 the fact that the individual can object to the use of his or her information for marketing; 

 the fact that an individual can obtain a copy of his or her information 
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Ensure that the statement on uses and disclosures is in a prominent position on the form. Transparency 
is key. 

An example form of words for data collection might be:- 

Your personal data will be used only in accordance with Sheffield Teaching Hospitals NHS Foundation Trust 
notification under the Data Protection Act 1998 and in compliance with the Freedom of Information Act 2000. The 
Trust will not disclose any personal information to any other third parties, except where required by law, without 
your express consent.. 

Further details in relation to the use of personal data can be found on the Trust’s web site 
http://www.sth.nhs.uk/info-gov/Data%20Protection.htm 

Any queries concerning Data Protection and Freedom of Information should be addressed to the Information 
Governance, Caldicott & SIRO Support Manager, Sheffield Teaching Hospitals. Telephone 0114 2265153 

9. Responsibilities of Individual Data Users 

All employees of the Trust who record and/or process personal data in any form (called "Data Users" in 
this policy) must ensure that they comply with: 

 the requirements of the Data Protection Act 1998 (including the Data Protection Principles) 

 the Trust's Data Protection Policy, including any procedures and guidelines which may be issued 
from time to time. 

A breach of the Data Protection Act and/or the Trust's Data Protection Policy can result in disciplinary 
proceedings. Major breaches of the Data Protection Act such as loss and/or misuse of personal 
sensitive data, can lead to action against the Trust by the Information Commissioner’s Office. Such 
action can lead to fines of up to £500,000 and the consequent loss of the Trust’s publicly facing image. 

Consideration should be given towards contacting the Information Governance, Caldicott & SIRO 
Support Manager for data protection advice concerning the following: 

 when developing a new computer system for processing personal data - it may also be 
necessary to comply with the Trust's Database Management Policy; 

 when using an existing computer system to process personal data for a new purpose as it may 
be necessary to notify an amendment to an existing registration in the Trust's Database 
Management Policy; 

 when creating a new manual filing system containing personal data; 

 when using an existing manual filing system containing personal data for a new purpose. 

10. Accuracy of Data 

Staff with responsibility for handling any patient, staff or other individual's information must ensure that it 
is accurate and as up to date as possible, as detailed in their job descriptions 

All staff are responsible for checking that any personal information they provide to the Trust in 
connection with their employment is accurate and up to date e.g. change of address or name. The Trust 
cannot be held responsible for any errors unless the member of staff has informed the Trust about them. 

11. Sensitive Personal Data 

The Trust may from time to time process "sensitive personal data" relating to staff, patients and other 
individuals. This sensitive personal data may include information which has incidentally come into the 
possession of the Trust. This type of information will not be routinely sought by the Trust. 

Sensitive Personal Data is defined Statutory Instrument 2000 No. 417. The Data Protection (Processing 
of Sensitive Personal Data) Order 2000. http://www.hmso.gov.uk/si/si2000/20000417.htm#n1 

In exceptional circumstances, the Trust may need to process information regarding criminal convictions 
or alleged offences in connection, for example, with any disciplinary proceedings or other legal 
obligations. 

In circumstances where sensitive personal data is to be held or processed, the Trust will seek the 
explicit consent of the individual in question unless one of the limited exemptions provided in the Data 
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Protection Act 1998 applies (such as to perform a legal duty regarding employees or to protect the data 
subject's or a third party's vital interests). 

12. Data Security and Disclosure 

All staff within the Trust are responsible for ensuring that: 

 Any personal data which they hold is kept securely. 

 That personal data are not disclosed either orally or in writing or otherwise to any unauthorised 
third party, and that every reasonable effort will be made to see that data is not disclosed 
accidentally. 

Unauthorised disclosure is a disciplinary matter and may be considered gross misconduct. If in any 
doubt, consult the Information Governance, Caldicott & SIRO Support Manager or Human Resources. 

Personal data must be kept securely and examples of how this may be done will include: 

 keeping the data locked in a filing cabinet, drawer or room; or 

 if the data is computerised, ensuring that the data is password protected or kept only on disk 
which is itself kept securely and if on portable media of any type that it is encrypted and 
password protected to Trust defined standards; and is compliant with, 

 any other appropriate security measures which are detailed in the STH IM&T Security Policies, 
including Controlled Document 165 “Mandated Procedures for the Transfer of Patient Identifiable 
Data (PID) and other Sensitive or Confidential Information”. 

Where disclosure is suspected or found to be for a personal gain then the Trust’s Local Counter Fraud 
Service/Director of Finance should be immediately notified. 

13. Data Subjects' Consent 

It is the Trust's policy to seek and obtain express consent whenever practicable from individual data 
subjects for the main ways in which the Trust may hold and process personal data concerning them. 
This is to allow individuals an opportunity to raise any objections to any intended processing of their 
personal data. The Trust will consider any such objections but reserves the right to process personal 
data in order to carry out its functions as permitted by law. 

Legally, however, certain types of personal data may be processed for particular purposes without the 
consent of individual data subjects. Where this takes place the Trust will ensure that individuals 
processing that data are required to justify their reasons for doing so in line with the 1998 Act and the 
guidelines issued by the Information Commissioner. 

14. Right of Access to Personal Data - General 

Staff, patients and other individuals have the right under the 1998 Act to access (subject access request) 
any personal data that is being held about them either in an "automatically processable form" (mainly 
computer records) or in a "relevant filing system". (i.e. any set of information structured in such a way 
that specific information relating to a particular individual is readily accessible).They also have the right 
to request the correction of such data where they are incorrect. 

14.1. Patients Right of Access to Medical & Confidential Hospital Records 

14.1.1. General Public 

An individual who wishes to exercise his/her right of access is asked to formally request this 
information in writing to the Trust Medical Records Manager following which an official 
application form will be issued. 

Any inaccuracies in data disclosed in this way should be communicated immediately to the 
responsible Medical Records Manager who shall take appropriate steps to make the necessary 
amendments. 

Requests made under the Data Protection Act 1998 will be subject to the following set fees: 

 £50 maximum fee where the data subject is supplied with copies of manual or a 
combination of manual and automated records in permanent form. 
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 No fee where access (but no copies) is sought to manual records, at least part of which 
comprise a recent record (made within 40 days). £10 for granting access to automated 
records. 

 £10 where access only (but no copies) is sought to manual records, none of which 
comprise a recent record (all are over 40 days old). 

The Trust will respond to the request for access to personal data within 40 days (including bank 
holidays and weekends) of the request. 

Note: Records of deceased patients are specifically excluded from the provisions of the Data 
Protection Act 1998. All such records fall within the legal framework of the Access to Health 
Records Act 1990. For information regarding this legal framework please contact the Department 
for information Governance, Caldicott & SIRO Support 

14.1.2. Members of Staff  

Under the Data Protection Act, and in accordance with Trust policies and procedures, including 
this document, members of staff have no personal or informal right of access to their own 
medical and confidential records. Staff wishing to exercise their right of access will need to 
formally request this information in writing to the Trust Medical Records Manager and follow the 
official procedural approach as detailed in Section 14.1.1, above. 

Any member of staff accessing their own medical and confidential records outside the formal 
request route as detailed in Section 14.1.1, above, would be considered in breach of their 
contractual obligations and would be subject disciplinary action by the Trust. 

There are no exceptions to this procedural approach 

14.2. Staff Right of Access to their Personnel Records 

Personnel records are not held by the Human Resources Department, and staff should not approach 
them for personnel records. 

Any member of staff who wishes to exercise his/her right of access to their staff record or similar 
personal information is asked to request this information in writing to the Department for Information 
Governance, Caldicott & SIRO Support using the form shown in Appendix B of this policy. 

Any such request will be formalised, acknowledged, logged into a tracking database and forwarded 
to the requester’s Department or Directorate who are the data holders. They will have a specific time 
frame to respond with either photo-copies of the information requested, or a time when the member 
of staff will be able to read the information at source accompanied by a departmental senior 
manager. The response to the requester, in either case, will be through the Department for 
Information Governance, Caldicott & SIRO Support. 

Such access to information will not normally be subject to the payment of a fee or disbursements.  

Any perceived inaccuracies in data disclosed in this way should be communicated immediately to 
the Department for Information Governance, Caldicott & SIRO Support who will take appropriate 
steps to make any agreed and/or necessary amendments.  

Should a member of staff make a formal full subject access request1 under the terms of Data 
Protection Act 1998, as described in Section 14.1 above, such a request will be subject to the fee 
structure detailed in that section. 

14.3. Former Staff Right of Access to their Personnel Records 

Any former members of staff who wishes to exercise his/her right of access to their staff record or 
similar personal information is asked to request this information under the terms of the Data 
Protection Act 1998 (DPA). Such requests should be made in writing to Department for Information 
Governance, Caldicott & SIRO Support, quoting all the previous employment details including the 
name of the line manager and the employing Department or Directorate within the Trust 

                                                 
1 A formal Full Subject Access Request is a search through all manual and electronic databases held  
and recorded by the Trust to find if any reference to the data subject (applicant for the information) is found. 
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Any such request will be formalised, acknowledged, logged into a tracking database and forwarded 
to the requester’s previous Department or Directorate who are the data holders. They will have a 
specific time frame to respond with either photo-copies of the information requested, or a time when 
the former member of staff will be able to read the information at source accompanied by a 
departmental senior manager. The response to the requester, in either case, will be through the 
Department for Information Governance, Caldicott & SIRO Support. 

Such access to information will be subject to the payment of a fee. 

14.4. Right of Access to Personal Data by Elected Representatives 

Under the Data Protection (Processing of Sensitive Personal Data) (Elected Representatives) Order 
2002, Members of Parliament/Members of Scottish Parliament can make a request for (sensitive) 
personal information about someone in an official capacity (say an MP asking about a constituent), 
and to be able to expect the information to be provided without the Trust receiving explicit consent 
from the data subject in question. 

It has become practice in the NHS, and within the Trust, that when an MP makes an approach to the 
Trust on a constituent’s behalf it can be assumed that the constituent’s consent has been given 
(implied consent). The Trust fully accepts that effective communication with MPs, amongst others, is 
necessary and in our patients interests, subject to checks or knowledge of the bona fides of the 
representative. There is no policy intention to prevent efficient and effective working relationships 
between MPs, their constituents and the Trust. However failure to adequately assist MPs may result 
in them writing to Secretary of State complaining that Trust is being obstructive and impugning the 
integrity of MPs. 

In general, when an MP writes to the Trust on behalf of a constituent, it is safe to assume that the 
constituent has given consent for the approach to be made; i.e. we have the implied (if not explicit) 
consent of the constituent. In such circumstances, information about the individual can be passed to 
the MP in order to respond to a specific enquiry. 

Where someone other than the constituent approaches the MP, for example relatives or friends 
intervening, perhaps inadvertently against the wishes of the individual concerned, it is acceptable to 
clarify the situation with the MP and to obtain consent before answering the enquiry. Where such 
cases should be occur guidance must be sought from the Caldicott Guardian and/or the Information 
Governance, Caldicott & SIRO Support Manager before any response is made to the MP. 

In the case of constituency workers or Parliamentary Secretaries, an element of common sense 
must be applied. MPs are unable to personally handle every aspect of a constituent's case. For 
example it is highly unlikely that the MP personally typed the letter and it is equally unlikely (although 
possible) that the constituent would believe this to be the case. 

There is little problem in advising a constituency worker of the progress of a particular request. 

This does not mean however that the constituency worker should be given detailed confidential 
information about the constituent unless it is clear that it is both appropriate to do so and preferably 
with the direct knowledge and consent of the constituent. In response to an MP, the Secretary of 
State stated that implied consent "would not normally be automatically” extended to constituency 
workers 

14.5 Further Information 

The Freedom of Information Act 2000 gives individuals extended rights of access in certain 
circumstances to information which is not held on computer or in a relevant filing system. 

Please contact the Information Governance, Caldicott & SIRO Support Manager for further 
information. 

15. CCTV 

A number of CCTV cameras are present on the Sheffield Teaching Hospitals sites, to assist with security 
for staff, patients, other individuals and their property, as part of the Crime and Disorder Partnership with 
the Police and in accordance with the Trust's 'notification' to the Information Commissioner. Under the 
Data Protection Act release of CCTV footage can only be made through a request from the Police as 
part of a Police investigation. CCTV footage cannot be released for any other reasons. If you have any 
queries regarding the operation of or access to the CCTV system, please contact the Trust Security 
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Manager. If access is required in connection with ongoing disciplinary matters, permission should be 
sought from the Director of Human Resources or his nominated deputy. 

16. Email 

It is permissible and appropriate for the Trust to keep records of internal communications, provided such 
records comply with the Data Protection Principles. 

The appropriate use of email in the proper functioning of the Trust, and the limitations can be found in 
the Trust's Email Policy. 

However, all Trust staff should be aware that: 

 the 1998 Act applies to Emails which contain personal data about individuals which are sent 
or received by Trust staff; 

 subject to certain exceptions, individual data subjects will be entitled to make  subject access 
request and have access to Emails which contain personal data concerning them, provided 
that the individual data subject can provide sufficient information for the Trust to locate the 
personal data in the Emails; 

 the legislation applies to all Emails from and to members of the Trust which are sent and 
received for Trust purposes. 

17. Disclosure outside of the European Economic Area 

The European Economic Area (EEA) comprises the member states of the European Union, plus 
Norway, Lichtenstein and Iceland (see Appendix A). The Trust may, from time to time, desire to transfer 
personal data to countries or territories outside of the European Economic Area in accordance with 
purposes made known to individual data subjects. For example, the names and contact details of 
members of staff at the Trust on a website may constitute a transfer of personal data world wide. If an 
individual wishes to raise an objection to this disclosure, then written notice should be given to the 
Trust's Information Governance, Caldicott & SIRO Support Manager Other personal data, even if it 
would otherwise constitute fair processing, must not, unless certain exemptions apply or protective 
measures taken, be disclosed or transferred outside the EEA to a country or territory which does not 
ensure an adequate level of protection for the rights and freedoms of data subjects. 

18. Retention of Data 

The Trust will hold different types of information for differing lengths of time, depending on legal and 
operational requirements, following which it will either be archived or destroyed. This will be done in 
accordance with the retention periods detailed in the Trust's Controlled Document 37. Code of Practice 
for the Management Records which is compliant with the Department of Health's Records Management: 
NHS Code of Practice, parts 1 & 2: April 2006, and the Code of Practice for the Management of 
Records, Section 46, Freedom of Information Act (2000). 

Any Trust local retention policies will use the timescales detailed in the NHS Code of Practice as a 
minimum. 

All data retention will comply with the 5th Principle of the Data Protection Act 1998 
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Data Protection Policy 

Appendix A - EEA Countries 

The 8th Principle of the Data Protection Act 1998 prohibits the transfer of personal information to 
countries or territories outside the European Economic Area (EEA). 

From 1st July 2013 the EEA consists of the 28 European Union member states and 3 other non EU 
states. 

The European Union states are: 

Austria 

Belgium 

Bulgaria 

Croatia 

Cyprus 

Czech Republic 

Denmark 

Estonia 

Finland France 

Germany 

Greece 

Hungary 

Ireland 

Italy 

Latvia 

Lithuania 

Luxembourg 

Malta 

Netherlands 

Poland 

Portugal 

Romania 

Slovakia 

Slovenia 

Spain 

Sweden 

United Kingdom 

The other EEA states are: 

Iceland 

Lichtenstein 

Norway 
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Request to view or receive copies of your Staff Personnel Record
Subject Access Request under the Data Protection Act 1998 
Not a Medical Record request, not a Full Subject Access request

OFFICE USE ONLY

DPA RFI
Date in Completed

I declare that the information in this form is correct and that I am the person named above.

1. All requests for staff personnel records must be made on this form.
2. Copies of this form can be obtained from the Information Governance Department,

Room 5.30, Weston Park Hospital, Whitham Road, Sheffield. S10 2SJ.Tel: 0114 2265151
Email hotline: infogov@sth.nhs.uk, enter “Staff Personnel Record Request” in the subject line.
Forms can be either emailed or posted to you. If emailed, print out and complete.

3 Forms can also be downloaded from the trust intranet site at http://sthweb/InfoGovNhs/

4. Completed forms should be returned by internal post to the Information Governance Department,
at the above address.

5. The Information Governance Department will progress your request, either setting up 
a viewing appointment or dispatching the copy of your personnel record to your address.

6. Under the Data Protection Act 1998 we have 40 days to complete your request; every effort 
will be made to complete your request before that deadline.

7. In accordance with the trust Data Protection Policy, no charge is made for this request.
Full subject access requests will be charged at £10 plus disbursements in line with this policy.

Personal Details

Surname

Job Title

Forename(s)

Department

Line Manager Line Manager Ext. No

Your Ext. No.

House number or name Road name

City or townArea

Post Code

I require (please tick the appropriate box)

To view my Record Copies of my  Record

Declaration

Notes for applicants

Home address

If you require copies of your record, they will be sent to your home address: 
please complete the address section below:

Signed Date

Appendix B
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Department for 

Information Govenance & Caldicott Support

Floor 5, Weston Park Hospital

Whitham Road, Sheffield. S10 2SJ 

Tel: 0114-2265151 Fax: 0114-2265152

Email: infogov@sth.nhs.uk

Return to the above address on completion

Information Governance Assurance

Data Mapping & Processing 

Notification Form
To be used to register data mapping and information
flows of Person Identifiable Data (PID), sensitive and
confidential information throughout the Trust.

1. Name:

3. Department:

5.Name of database/dataflow:

6. Purpose and content:

7. Is the data anonymised or pseudonymised? YES NO

8. Data classes held:

2. Designation:

4. Tel/bleep/email:

Where applicable.
See notes overleaf 

1.

2.

3.

4.

5.

6.

9. Data Protection Registration Number (where applicable)

10. STH Research Study Reference Number (where applicable)

11. Audit Study Name (where applicable)

12. Is the data transferred to other areas and other users? YES NO

15. What is the purpose of the transfer?

14. If external, name recipient, location & country

13. If yes, are the transfers: a) Internal? b) External? c) Internal and External?

18. If the data transfer is electronic and external is it encrypted? YES NO

19. If YES,  please give details of the encryption software installed

21. State volume and frequency of data transfer

22. Has the data transfer/storage been risked assessed? YES NO

23. If YES, who carried out the risk assessment? When?

20. If paper/hard copy, how is it sent, tracked, secured and its receipt acknowledged?

16. Are the transfers: a) Electronic? b) paper/hard copy? 

17. If electronic, describe the delivery method and the media used

d d m m y y

24. Has the transfer been approved by Information Governance? YES NO

25. If YES, when?

26. Signed

27. Print Name

d d m m y y Information Governance use only:

Process registered, assessed & recorded

Signed

Date

Data Mapping and Processing Notification Form v.4 20/08/09

Ref: IGA
A

p
p

e
n

d
ix

 C
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STH Data Protection Policy Version No.2.5 Date 20/08/09

Data Classes

C200 Personal details

C201 Family, lifestyle and social circumstances

C202 Education and training details

C203 Employment details

C204 Financial details

C205 Goods or services provided

C206 Racial or ethnic origin

C207 Political opinions

C208 Religious or other beliefs of a similar nature 

C209 Trade Union membership 

C210 Physical or mental health or condition 

C211 Sexual Life  

C212 Offences (including alleged offences)

C213 Criminal proceedings, outcomes and sentences 

C214 Diagnosis

C215 Mortality Status

C216 Health outcome measures or morbidity

Code Standard Descriptions
Department for

Information Governance & Caldicott Support

Data Classes
This is a list of standard descriptions of data classes.  
Data classes are the types of personal data which are being or which are to be processed.
Confidential Data
C200 - Personal details 
Included in this category are classes of data which identify the data subject and their personal characteristics. Examples are
names, addresses, contact details, age, sex, date of birth, physical descriptions, identifiers issued by public bodies, e.g. NI number. 
C201 - Family, lifestyle and social circumstances
Included in this category are any matters relating to the family of the data subject and the data subject's lifestyle and social cir‑
cumstances.  Examples are details about current marriage and partnerships and marital history, details of family and other
household members, habits, housing, travel details, leisure activities, membership of charitable or voluntary organisations.
C202 - Education and training details 
Included in this category are any matters which relate to the education and any professional training of the data subject.
Examples are academic records, qualifications, skills, training records, professional expertise, student and pupil records.

C203 - Employment Details 
Included in this category are any matters relating to the employment of the data subject.  Examples are employment and career
history, recruitment and termination details, attendance record, health and safety records, performance appraisals, training
records, security records.
C204 - Financial details 
Included in this category are any matters relating to the financial affairs of the data subject.  Examples are income, salary, assets
and investments, payments, credit‑worthiness, loans, benefits, grants, insurance details, pension information.
C205 - Goods or services provided 
Included in this category are classes of data relating to goods and services which have been provided.  Examples are details of the
goods or services supplied, licences issued, agreements and contracts.
The examples given are not an exhaustive list of what may be included in each category.

Confidential & Sensitive Data
The following categories of data have been designated as sensitive personal data.  
If you process the following types of data they must be specified in your notification.

C206 - Racial or ethnic origin
C207 - Political opinions
C208 - Religious or other beliefs of a similar nature 
C209 - Trade Union membership 
C210 - Physical or mental health or condition 
C211 - Sexual Life  
C212 - Offences (including alleged offences)
C213 - Criminal proceedings, outcomes and sentences 
C214 - C216 Health related

NOTE: If the data processed or mapped comes from, or is transferred to, any form of manual 

or electronic Trust database,  the database(s) must be registered with Information Governance. This is a

legal requirement of the Data Protection Act 1998. 

To register complete a DP Notification Form available from Information Governance.

!
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